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1. MACTIOPT ®OHAA OLIEHOYHbIX CPEACTB (JASIEE - $OC)
1.1. MnaHupyeMble pe3ynbTaTbl 06y4EeHUs MO MEXANCLMIMIMHAPHOMY KypCy

1.2. HﬂaHMpyeMble pe3ynbTaTbl OCBOEHNA MEXOANCUMTITTIMHAPHOIO KypcCa

Ko HavMeHoBaHMe koMneTeHumm
KoMneTeHUmn
MK 2.3 BbInoNHATL KOHUrypupoBaHue annapaTHbIX cpencTs

l/IHq)OKOMMyHVIKaLl,I/IOHHbIX CUCTEM.

MK 24 [MpoBepaTb  MPaBWIbHOCTb  YCTAHOBKM U QYHKLMOHUPOBAHUS
YCTPOWCTB MOCAE HACTPOMKM MPOrpaMMHOro obecneyeHnss 1 6asoBou
KOHOUrypaLmm CETEBLIX YCTPOWCTB M MPOrPaMMHOro ob6ecneyeHns.

B pe3ynpbrate OCBOEHNA MeXOMCUNMNNTNMHAPHOIO Kypca O6y‘-ialOLLI,l/Il;ICFI OOJDKEH:!

UMeTb NPaKTUYECKUNA ONbIT:

- MPOBEPKM COOTBETCTBUSA Pabo4Mx MeCT TPeboBaHUAM MHPOKOMMYHUKALMOHHBIX CUCTEM K
060pYyLOBaHMIO M NPOrPaMMHOMY OHbeCneveHuIo;

- YCTAHOBKM MHPOKOMMYHMKALMOHHbBIX CUCTEM Ha PaboyvMx MecTax COrMaCHO TPYLOBOMY
3a[laHNIO; - MPUCBOEHUS BEPCUM 6A30BbIM 3N1eMeHTaM KOHOUrypaumm MHGOKOMMYHUKALMOHHbBIX
CUCTEM B COOTBETCTBUM C TPYAOBbLIM 3aJaHUEM;

- MHCTaNNauMmn NporpaMMHOro obecneyeHmns yCTpomncTs MHGOKOMMYHUKALMOHHBIX CUCTEM,;
- OBHOBNEHUS BEPCUI NPUKIALHOMO MPOrPaMMHOI0 obecrneyeHuns, ApanBepPoB M OrnepaLMOHHbIX
cuUCTeM;

- PUKcaLMM OTKIIOHEHN OT WTATHOTO PEXMMa PaboTbl MHGOKOMMYHUKALMOHHbBIX CUCTEM B
COOTBETCTBUWM C TPYLOBbIM 3a[laHVEM;

- YCT@QHOBKM W HACTPOMKM MNPOrpaMMHOro obecnevyeHus nepudepuirHbiX yCTPOUCTBA
COIIaCHO MHCTPYKLUU;

- YCTaHOBKM U MOAK/IIOYEHNS CETEBbIX YCTPOWCTB COM/TACHO MHCTPYKLMK,

- MPOBEPKMN Ha KOPPEKTHOCTb YCTAHOBKM KOHGUIypaLmm 6a30BbiX NapaMeTpoB YyCTPOUCTB
NHPOKOMMYHUKALMOHHbBIX  CUCTEM U MPOrPaMMHOIoO  obecneyeHns B  COOTBETCTBUMM C
PYKOBOACTBaMU;

- NPoBepPKM PYHKLMOHUPOBAHUS YCTPOWCTB NOC/E YCTAaHOBKMU U HACTPOWKM NPOrPaMMHOIo
obecneyeHus; - 3anycka npoLenyp KOHTPONS COCTOAHUSA PabOoThl MHHOKOMMYHUKALMOHHbBIX CUCTEM
B COOTBETCTBUW C TPYLOBbIM 33[jaHNEM,;

- 3anycka npouefyp KOHTPOAS COCTOSHWMS PaboTbl MHOOKOMMYHUKALUMOHHBIX CUCTEM B
COOTBETCTBUM C TPYLOBbIM 33laHVEM;

- B permcrpaumm TUNoBbIX MHUMAEHTOB;

- Knaccuoukaumm, UCcnefoBaHus, OMArHOCTUKK, YCTPaHeHUs TUMOBbIX WHUMOEHTOB
COr/IaCHO UHCTPYKLUW;

- YCTaHOBKM OMNEePaLMOHHbIX CUCTEM B COOTBETCTBUM C TPYAOBbLIM 3a4aHNEM;

- HACTPOWKM OMEPALMOHHbIX CUCTEMbI [N ONTUMAsbHOTO  dyHKUMOHMpoBaHus WNC B
COOTBETCTBUM C TPYAOBbIM 3adaHuneM; yctaHoBkM CYB/l B COOTBETCTBUM C TPYAOBbIM 3aaHVEM;
HacTpoukn CYB[ pns ontuManbHOro ¢yHKUMOHMpoBaHUS MC B COOTBETCTBUMM C TPYAOBbLIM
3afjaHnem;

- YCTaHOBKM npuknagHoro MO, Heobxoanmoro ans GyHKUMOHMPOoBaHUS MC B COOTBETCTBUM
C TPYAOBbIM 3aaHNeM;

- HaCTpOWKKM NpuknagHoro MO, HeobxoaMMOro 41g oNTUManbHOro GyHKUMOHMPOBaHKs NC,
B COOTBETCTBUW C TPYLOBbIM 3a[jaHNEM.

YMETb!



- MPUMEHATb MHCTPYKLMM MO YCTAHOBKE U aKCM/yaTauum nepndeprmnHoro obopyLoBaHms; -
KOHGUTYypUpoBaTh NnepudepuinHbie YCTPOUCTBA;

- 6a3oBble MapaMeTpbl, B TOM YUCAe NapamMeTpbl 3awWwmTbl OT HECAHKUMOHWMPOBAHHOIO
[OCTyrNa K OMepaLMOHHbIM CUCTEMaM; - MPUMEHATb METOAbl CTAaTUYECKOW U AUMHAMUYEeCKOU
KOHPUrypaLmmn napamMeTpoB OnepaLmoOHHbIX CUCTEM; - YCTaHABNMBATb ONepauUnOHHbIe CUCTEMDI; -
ycTaHasnmeatb CYB/[; - ycTaHaBnmBatb npwknagHoe [O; - NpUMEeHATb CPeacTBa KOHTPONA U
OLLEHKM KOHOUTYypaLmm onepaumoHHbIX CUCTEM; - MPOBEPSATb NPABU/IbHOCTb HACTPOWKK YCTPOUCTB
NHPOKOMMYHUKALMOHHBIX CUCTEM; - KCMOJb30BaTb KOHTPO/bHO-U3MEpUTENIbHOE OB6opYLOBaHME
AN MPOBEPKN  3NEKTPUYECKUX COEAMHEHUN YCTPONCTB MHOOKOMMYHUKALMOHHBIX CUCTEM,;
NOEHTUOUUMPOBATD  MHPOKOMMYHUMKALMOHHBIX CUCTEM; TUMOBbIE UHUMAEHTb -  YCTPaHATb
BO3HMKAIOWME TUMOBbIE WHUMAEHTbI, 334aBaTbh OYHKUMOHWMPOBAHWUA YCTPOUCTB - MPOBOAUTb
ANArHOCTUKY WHUMAEHTa COrNacHO MHCTPYKUWUK, OueHMBaTb CTeneHb KPUTUYHOCTU MHLUWAEHTOB
npu paboTe COrMacHO MHCTPYKUMKM, - 6a30Bble MapaMeTpbl, B TOM YUC/e MapaMeTpbl 3awWwmTbl OT
HEeCaHKLUMOHMPOBAHHOIO AOCTYMNa K ONEPauyOHHbIM CUCTEMAM; - MPUMEHSATb METObl CTaTUYECKOM

M OMHAMWYECKOM  KOHOUIypaummM MapaMeTPoB OMEepPauUMOHHbIX CUCTEM; - yCTaHaBIMBaTb
onepaumoHHble cUCTeMbI; ycTaHaBnmBaTb CYB/L; - ycTaHaBnmBaTh npuknagHoe MO,
3HaTb;

- OCHOBbI QPXMTEKTYPbI annapaTHbIX CPEACTB;

- NPUHLMMbI GYHKLMOHMPOBAHWS annapaTHbIX CPEACTB BblYUCNTENBHOM TEXHUKMU;

- MPUHLMMNbI PABOThl ONEePaLMOHHBIX CUCTEM; OCHOBbI COBPEMEHHBIX CUCTEM YMpaBieHUs
6a3aMy JaHHbIX;

- OCHOBbI CUCTEMHOIO agMUHUCTPUPOBAHUS; MOLE/b B3aUMOLEUCTBUS OTKPbITbIX CUCTEM
(OSsl);

- JIMUEH3MOHHble TpeboBaHMg MO HACTPOMKE U  3KChayaTaumm yCTaHaBAMBAEMOro
NpPOrpaMMHoOro obecneveHms;

- TpeboBaHMs OxpaHbl Tpyda npu paboTe C MNporpaMMHO-annapaTtHbIMM CPeacTBaMU
NHPOKOMMYHUKALMOHHBIX CUCTEM;

- MHCTPYKLMM NO YCTAHOBKE ONEPALMOHHBIX CUCTEM, MPOrPaAMMHOI0 0beCcneyeHns;

- MHCTPYKUMM MO 3KCayaTaumm OnepauyoHHbIX CUCTEM, MPOrPaMMHOro obecneyeHus; -
NMLUEH3MOHHbIE TPeboBaHMA MO HACTPOMKE W aKCMIyaTauym YyCTaHABIMBAEMOrO MPOrPaMMHOIO
obecneyeHus;

- Ha3Ha4YeHue, B1Aapl, NoCneoBaTe/IbHOCTb NPOBEAEHNS MPODUNAKTUYECKMX PAbOT;

- OCHOBbI YMPaBNEHNS CETEBLIM TPAPUKOM;

- MPUMEHSTb CPEACTBA KOHTPONS U OLEHKN KOHOUIYpaLMIA ONepaLMOHHBIX CUCTEM;

- NPOBEPSTb MPABUIbHOCTb HACTPOMKN YCTPOUCTB MHGOKOMMYHUKAUMOHHBIX CUCTEM;

-MCMNOMb30BaTb KOHTPObHO-M3MEPUTENBHOE 060PYAOBAHNE A1 MPOBEPKN SNEKTPUIECKINX
COEAMHEHUI YCTPONCTB MHPOKOMMYHUKALMOHHbBIX CUCTEM;

- naeHTMdMUMpoBaTb  MHOOKOMMYHUKALMOHHBIX ~ CUCTEM;  TUMOBBIE  WMHUMAEHTHI
bYHKUMOHMPOBaHUS YCTPOUCTB MHPOKOMMYHMKALMOHHBIX CUCTEM

1.2. CogepykaHne MexxamcUmMniIMHapHoro Kypca

Tema (pasaen gucumnanHbl) Koa
o
) (B cooTBeTcTBUM C PI) KOMIETEHLIM
1 Ba3oBble MOHATUSA CEeTEBbIX TEXHOMOTUN. MNK2.3
MK 24
2 IP-agpecauus. MK 2.3
MK 2.4




1.3. Cuctema oueH1BaHWS NO Y4EO6HOW AUCLUNINHE

Kypc um3yyaeTcd B TeyeHue ofHoro cemectpa. PopMa MPOMEXYTOYHOM aTTecTaumm Mo
MEXAMCUMMIMHAPHOMY KYypCY — 3a4eT

LLIkanbl oLEeHKM YPOBHS
CcHOPMMPOBAHHOCTU PE3YNbTAaTOB LLikana oLeHKn YPOBHSI OCBOEHMSA AUCLUTUIVHDI
0byyeHuns
YpoBHeBas WKana 100 6anbHas | 100 H6anbHas HeandPepeHUMpPOoBaHHAs OLLEHKA
OLEHKM KOMMETEHLMN WwKana, % WwKana, %
LOMOPOroBbIn HIKe 61 HKe 61 HEe 3a4YTeHO
NOPOroBbLIN 61-85,9 61-69,9
70-85,9 3a4YTeHo
NOBbILLIEHHbIN 86-100 86-100

2. MEPEYEHb OLEHOYHbIX MATEPUAJIOB [/19 MPOBEAEHUA MPOMBEXXYTOYHOMU
ATTECTALNUA

B xofe npoBefeHWs MPOMEXYTOYHOM aTTecTalMu OCYLECTBSETCS KOHTPO/b U OLeHKa
pe3yNbTaTOB OCBOEHUS MPOGECCUOHANBHBIX KOMMETEHUMIA U UX YaCTEWN.

Bonpochbl 4719 NOArOTOBKM K MPOMEXYTOYHOM aTTecTauum (3ayeT)

MK 23 BbinonHATb KOHGUIypUpPOBaHWE annapaTHbiX CPeAcTB HOOKOMMYHUKALMOHHbIX
CUCTEM

1. YTO Takoe MHPOKOMMYHMKAUMOHHbBIE CUCTEMbI U Kakue annapaTtHble CPeacTBa B HUX
MCMOSb3Y0TCA?

2. KakoBbl OCHOBHbIE KOMIMOHEHTbI CETEBOI0 060PYLOBaHMS, U KaK OHW B3aUMOLENCTBYIOT
ApYyr C Apyrom?

3. Kak npaBuibHO BbIbpaTb MapWPyTU3ATOP 419 KOHKPETHOW MHPOKOMMYHMUKALMOHHON
CUCTEMbI?

4. YTO Takoe KOMMYTAaTOpP, 1 KaKOBbl €70 OCHOBHbIE QYHKLIMN B CETU?
5. Kak HacTtpouTb VLAN Ha ceTEBOM KOMMYTATOPE, U KaKMe NpenMyLecTBa 37O faeT?

6. KakoBbl OCHOBHblE MapaMeTpbl KOHOUIYPaLMM MapLPyTU3aTOPa, M Kak OHW BAMSIOT Ha
NPOU3BOANTENBHOCTb CETN?

7. YTOo Takoe Touka poctyna (AP), M Kak OHa HacTpauBaeTCca [Ans obecneveHus
becnpoBoaHOM ceTun?

8. KakoBbl OCHOBHbIE MPUHLMMbI PABOTbI M HACTPOMKN CETEBbLIX aanTepoB?

9. Kak HacTpouTb 1 ynpasndTb ceTeBbiMM XpaHunwammn (NAS) B MHGOKOMMYHUKALIMOHHbBIX
cuctemMax?

10. Y70 Takoe PoE (Power over Ethernet), 1 kak ero ncnosibL3oBaTh NPY KOHGUIYPUPOBAHMUN
CETEeBbIX YCTPOUCTB?

11. KakoBbl OCHOBHble MeTOAbl AMATHOCTUKU U YCTPaHeHNa HenonagokK B arnmnapatHbIX
cpencTBax l/IHq)OKOMMyHl/IKaLI,I/lOHHbIX cucTem?



12. Kak HacTpouTb 6paH,u,May3p Ha MaplwpyTm3aTope A4 3alTbl CETU OT BHELWHMX yrpo3?

13. Y10 Takoe cuctema npepoTBpaweHus sTopxeHun (IPS), n kak oHa WHTEerpupyeTcs B
NHGOKOMMYHUKALIMOHHbBIE CUCTEMBI?

14. KakoBbl  OCHOBHble  3Tanbl YCTaHOBKU M KOHCI)I/Iprl/IpOBaHl/Iﬂ cepBepoB B
l/IHq)OKOMMyHl/IKaLI,l/IOHHbIX cucTemax?

15. Kak HaCTpOUTb pe3epBnpOBaHME 1 OTKA30yCTONYMBOCTb B CETEBbIX YCTPONCTBAX?

16. KakoBbl TPebOoBaHMS K OXIXKAEHWIO UM 3NEeKTPOMUTaHMIO A9 annapaTHbIX CPEeAcTB
NHPOKOMMYHUNKALMOHHbBIX CUCTEM?

17. Kak HaCTpOUTb MOHUTOPUHI W yrpaB/ieHWe CEeTeBbiIMU YCTPOWCTBAMWU C MOMOLLbIO
SNMP?

18. KakoBbl OCHOBHble acmnekTbl 6e30MacHOCTM MPU KOHOUIYPUPOBaHMM  annapaTHbIX
CpeAcTB MHGOKOMMYHMKALUMOHHBIX CUCTEM?

MK 24 T[poBepsiTb NPaBWIbLHOCTb YCTAHOBKU U GYHKUMOHUMPOBAHUSA YCTPOMUCTB Moc/e
HaCTPOMKM NPOrpaMMHOro obecrnevyeHns u 6a3oBOM KOHOUIypaumm CETEBLIX YCTPOUCTB WU
NpOorpaMMHOro obecnedyeHms

19. KakoBbl OCHOBHblE LWWArM MpOBEPKM MPABUIbHOCTM YCTAaHOBKM CETEBOro YCTPOMCTBA
nocne ero NoAKMoYEeHNA?

20. Kakne napameTtpbl HEOHXOANMMO NPOBEPUTL 415 MOATBEPKAEHUS YCMNELHON HACTPOWKM
MapLpyTusaTopa?

21. Kak MOXHO yb6eguTbCsl, YTO KOMMYTATOP MPaBWU/IbHO HACcTpPoeH W QYHKUMOHMPYET B
cetn?

22. Kakme MHCTPYMEHTbl MOXHO UCMO/b30BaTh 4/18 AUMArHOCTUKM NPOoBaeM C NogkIto4eHneEM
nocie HACTPOWKU CETEBbLIX YCTPOUCTB?

23. Kak nposepuTb, 4To DHCP-cepBep KOppeKTHO pasgaeT IP-agpeca B ceTn?

24. Kakne pencTtsus cnefyeT NpefnpuHsaTb, ecin YCTPOUCTBO He nosyyaeT IP-agpec oT
DHCP-cepBepa?

25. Kak npoBepuTb paboTOCNOCOBHOCTb HECNPOBOAHON CETU MOC/AEe HACTPOWKM TOYKM
noctyna?

26. Kakne napameTpbl 6€30MacHOCTN HEOHXOAMMO MPOBEPUTL Ha MapLUpyTU3aTope nocne
€ro HaCTPOMKK?

27. Kak MOXXHO MpOTecTUpoBaTb CKOPOCTb U CTabU/IbHOCTb COEAMHEHMS MOCE HACTPOMKM
CEeTEBbIX YCTPOUCTB?

28. Kak npoBepuTb, 4TO HacTporknm VLAN Ha KOMMyTaTope MNPUMEHEHbI MPAaBUILHO U
paboTtaioT?

29. Kakune waru HeobxoanMMo nNpeanpuHaThL gas npoBepkn paboTtsl VPN-coeanHeHmns nocne
€ro HaCTPOMKKN?



30. Kak ybeaunTbcs, 4TO 6paHaMayap HacTPOEH MNPaBUIbHO U He BIOKMPYET NErMTUMHbIN
Tpaduk?

31. Kak npoBepuTb, 4TO ceTeBoe xpaHunuue (NAS) JOCTYMHO U QYHKUMOHUPYET KOPPEKTHO
nocne yCTaHOBKWN?

32. Kakve MeTpuKM MNpPOU3BOAMUTENBHOCTM CeTU CneflyeT OTCNEeXMBaTb A1 OLEHKM
NPaBUIBHOCTU GYHKLUMOHUPOBAHMWS YCTPOWCTB?

33. Kak MOXHO Mcnonb3oBaTbh KOMaHAy ping 448 AMArHOCTUKK NPOo6/ieM C NOAKTIOYEHNEM
noc/e HaCTPOMKIN?

34. Kak npoBepuTb, YTO BCE CETEBbIE YCTPOMCTBA HAxXOAATCSH B OLHOM MOACETU U MOTyT
B3aMMOLENCTBOBATbL APYT C APYrOM?

35. KakoBbl Mpu3HakyM TOro, YTO cCeTeBoe YCTPOMCTBO paboTaeT HenpaBWIbHO Mocne
HACTPOWMKN?

36. Kakuve p[encrtBus cnefyet npefnpuHaTb B Cayvyae OBHapyXXeHus npobnem cC
OYHKLMOHMPOBAHMEM CETEBbIX YCTPOWCTB NOC/E UX HACTPOWKIN?



